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SWITCHING APPARATUS AND METHOD
FOR SETTING UP VIRTUAL LAN

CROSS-REFERENCE TO RELATED
APPLICATION

This application is based upon and claims the benefit of
priority of the prior Japanese Patent Application No. 2010-
127865, filed on Jun. 3, 2010, the entire contents of which are
incorporated herein by reference.

FIELD

The present invention is related to a switching apparatus
that provides a plurality of virtual paths, and to a method for
setting up a virtual LAN.

BACKGROUND

Inrecent years, attention has been paid to PaaS (Platform as
a Service), which makes plural virtual machines operate on a
server computer in order to provide a user with platform using
the virtual machine.

PaaS is implemented by, for example, setting a plurality
(from several to tens of thousands) of servers in a data center
to provide external server resources through a network. In this
configuration, server resources are provided as virtual serv-
ers, and users use virtual servers in a data center through the
Internet, intranets, dedicated lines, or the like. According to
this configuration, a physical server is shared by plural users,
and thus physical resources (e.g., processors and storage) are
used efficiently.

As described above, according to PaaS, a physical server is
shared by plural users. Accordingly, PaaS environments need
to have functions to enhance security.

As amethod for ensuring security in networks, virtual local
area network (referred to as “virtual LAN” or “VLAN”, here-
inafter) technology has been put into practical use. A virtual
LAN is realized by, for example, virtually dividing physical
lines in order to set a plurality of virtual paths that are inde-
pendent from other paths, and assigning respective virtual
paths to corresponding users. Thereby, each data communi-
cation between users is isolated from other data communica-
tions so that security is ensured.

As methods for dividing lines, a method in which lines are
divided on the IP packet layer (I.3), a method in which lines
are divided on the MAC layer (L2), and other methods are
proposed. Today, a method in which virtual LAN techniques
for the 1.2 layer, standardized by IEEE802.1Q, are used is
employed the most widely.

According to IEEE802.1Q), each virtual LAN is identified
by a VLAN-ID of 12 bits. Using 12-bit VLAN-IDs, 4096
virtual LANs can be identified. However, in general, a
VLAN-ID having “0” in all the bits or having “1” in all the
bits is not used. Thus, according to this scheme, a maximum
ot 4094 virtual LANs may be set up.

However, according to PaaS, a plurality of virtual
machines are set on each physical server as described above.
Further, one or more virtual LANs are assigned to each virtual
machine. Consequently, in PaaS environments or the like in a
large-scale data center provided with a plurality of physical
servers, the substantive number of machines (i.e., the total
number of virtual machines) is enormous, and more than
4094 virtual LANs are expected to be needed.

This problem is solved by a configuration of, for example,
connecting a plurality of [.2 networks via IP routers, or the
like. In such a case, 4094 virtual LANs can be set up on each
L2 network.
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However, this configuration requires the addition of IP
routers and also the preparation of ports to connect such IP
routers to. In other words, there is a possibility of an increase
in the cost of the devices used to set up a network. Also, there
is a possibility that a bottleneck in communication perfor-
mance (i.e., the reduction of throughput) will occur in IP
routers (or the L3 network) if the IP routers do not have
sufficient capabilities. Further, network administrators have
to understand IP routing that is more complex than that of the
L2 protocol, leading to a possibility of an increase in opera-
tion costs.

Note that the above-described problems are not caused
only in PaaS environments. In other words, such problems
may be caused in environments that need many virtual LANs.

As arelated art, a packet routing method as below is pro-
posed. According to that method, in a virtual hub, the rela-
tionship between the transmission source MAC address inthe
user MAC header of a received packet and the virtual inter-
face on the side of a terminal that this packet has passed
through is learned, and the learned information is stored. The
packet is transterred according to the stored information. To
the network side, the packet to which a VPN number has been
added is transmitted after being encapsulated into an IP
packet (Japanese Laid-open Patent Publication No. 2002-
247089, for example).

As another related art, a configuration in which a micro
segment that is common to a plurality of switching hubs can
be set for respective ports is proposed. The switching hub has
aplurality of ports, and a device such as a terminal or the like
is connected to each of the ports. A segment management unit
has a segment management table. The segment management
table stores information representing which of plural micro
segments each port belongs to, and the table is managed by
the segment management unit. Packets are transmitted and
received for respective micro segments without referring to
the network addresses of devices connected to the ports. In
other words, arbitrary combinations of micro segments com-
mon to a plurality of switching hubs can be set and shared for
respective ports (Japanese Laid-open Patent Publication No.
10-224391, for example).

As yet another related art, a path control method used fora
network including an optical path of optical division multi-
plexing is proposed. This method includes a VL AN identifier
derivation step of deriving a VLLAN identifier from a received
packet, a wavelength identifier derivation step of deriving a
wavelength identifier related to the wavelength of the carrier
wave for the received packet, and a transfer route determina-
tion step of using at least both the VL AN identifier and the
wavelength identifier (Japanese Laid-open Patent Publication
No. 2004-140780, for example).

As yet another related art, a packet communications
method as below is proposed. According to that method, a
VLAN tag is substituted with a duplicated VL AN tag (shared
tag) by using a tag table at a first duplicated VLAN tag
assignment device located on a path for a packet transferred
from a first duplicated VL AN tag assignment device to a first
backbone node. Thereafter, the duplicated VLAN tag is
changed back to the original VL AN tag by using a tag table at
a duplicated VL AN tag assignment device that the packet
passes through before it reaches the device in the user’s house
in the target network (Japanese Laid-open Patent Publication
No. 2008-227695, for example).

As has been described above, the number of virtual LANs
that can be set up on a network is limited by standards or the
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like. Or, setting up a lot of virtual LANs increases the cost
because of the addition of network devices, etc.

SUMMARY

According to an aspect of an invention, a switching appa-
ratus having a plurality of ports includes: switch information
storage to store an output port identifier for a combination of
an input port identifier, an input virtual path identifier, and a
destination address; a detector to detect a first input virtual
path identifier and a first destination address assigned to an
input packet; a searcher to search the switch information
storage for a first output port identifier based on a first input
port identifier that identifies a port to which the input packet
has been input, the first input virtual path identifier, and the
first destination address; and a packet switch to transfer the
input packet to a port identified by the first output port iden-
tifier.

According to another aspect of an invention, a method for
setting up a virtual LAN includes: generating topology infor-
mation representing a network topology; generating virtual
LAN information that identifies a terminal that belongs to the
virtual LAN; determining lines used for setting up the virtual
LAN based on the topology information and the virtual LAN
information; assigning a first virtual path identifier and a
second virtual path identifier to a first line and a second line
among the determined lines, respectively, in a switching
apparatus to which the first line and the second line are con-
nected; and generating switch information including a second
port identifier that identifies a port to which the second line is
connected and the second virtual path identifier for a combi-
nation of a first port identifier that identifies a port to which
the first line is connected, the first virtual path identifier, and
a destination address.

The object and advantages of the invention will be realized
and attained by means of the elements and combinations
particularly pointed out in the claims.

It is to be understood that both the foregoing general
description and the following detailed description are exem-
plary and explanatory and are not restrictive of the invention,
as claimed.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 illustrates a configuration of a data center system in
which a switching apparatus according to an embodiment is
used;

FIG. 2 illustrates a configuration of a switching apparatus;

FIG. 3 illustrates a format of a packet used in the embodi-
ment;

FIG. 4 illustrates operations of a switching apparatus;

FIG. 5 illustrates a functional block diagram of a switching
apparatus;

FIG. 6 illustrates an example of operations of a switching
apparatus;

FIG. 7 illustrates a flowchart of a group ID searching pro-
cess;

FIG. 8 illustrates a flowchart of an .2 learning table search-
ing process;

FIG. 9 illustrates a flowchart of a VID rewriting process;

FIG. 10 illustrates an example of a configuration of
increasing the number of virtual LANs by using general-
purpose MAC switches;

FIG. 11 illustrates an example of a virtual LAN manage-
ment table used in the configuration illustrated in FIG. 10;

FIG. 12 illustrates an example of an [.2 network using a
plurality of switching apparatuses;
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FIG. 13 illustrates operations of a switching apparatus
according to another embodiment;

FIG. 14 illustrates an MPLS header;

FIG. 15 illustrates a functional block diagram of a switch-
ing apparatus provided on an MPLS network;

FIG. 16 illustrates an example of a configuration of a net-
work including a plurality of switching apparatuses;

FIG. 17 illustrates an example of a network topology man-
agement table;

FIGS. 18 A and 18B illustrate a sequence diagram explain-
ing steps of setting up a virtual LAN; and

FIG. 19 illustrates an example of a virtual LAN manage-
ment table.

DESCRIPTION OF EMBODIMENTS

FIG. 1 illustrates a configuration of a data center system in
which a switching apparatus according to an embodiment is
used. The data center system includes a plurality of server
systems 1 (#1 through #N), a plurality of storage systems 2
(#1 through #M), a switching apparatus 3, a router 4, and a
firewall 5.

Each of the server systems 1 corresponds to, for example,
a physical server. Each of the server systems 1 includes an
NIC (Network Interface Card) 1a, a Dom-0 15, a virtual
machine (VM) 1¢, and a virtual bridge (BR) 1d. The NIC 1a
is implemented on the server system 1, and provides an inter-
face for transmitting and receiving signals to/from the switch-
ing apparatus 3. The respective server systems 1 and the
switching apparatus 3 are connected through fiber optic
cables or metal cables. A metal cable is, for example, a UTP
cable.

The Dom-0 15 is software (management OS) that entirely
controls virtual servers set in the physical server. In other
words, each virtual server is managed by the Dom-0 15. The
expression “Dom-0” means domain zero.

The virtual machine 1¢ is realized by virtualizing the hard-
ware (the CPU, memory, or the like of the physical server),
and providing an environment in which an OS operates on
virtual hardware. In the server system 1, the virtual machine
1c¢ corresponds to the OS developed on the Dom-0 15. A
plurality of virtual machines 1¢ may be implemented in each
server system 1.

The virtual bridge 1d is provided to each virtual machine
1c. The virtual bridge 1d performs a virtual frame process and
a packet transfer process between the NIC 1a and the virtual
machine 1c.

Each of the storage systems 2 is provided with an NIC 2a
and a disk device 26. Each NIC 2a is implemented on the
storage system 2, and provides an interface for transmitting
and receiving signals to/from the switching apparatus 3. The
respective storage systems 2 and the switching apparatus 3
are connected through fiber optic cables or metal cables simi-
larly to the connections between the server systems 1 and the
switching apparatus 3.

Each disk device 25 includes one or a plurality of recording
disks, and stores information. Information is recorded on the
recoding disk by, for example, an optical or magnetic effect
and such information is read from the recording disk by an
optical or magnetic effect although ways of recording and
reading information are not limited to the above.

The switching apparatus 3 is connected to the server sys-
tems 1 (#1 through #N), the storage systems 2 (#1 through
#M), and the router 4. In the example illustrated in FIG. 1, the
firewall 5 is provided between the switching apparatus 3 and
the router 4. The firewall 5 blocks unauthorized access to the
server systems 1 (#1 through #N) and to the storage systems
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2 (#1 through #M). Note that the data center system does not
always need to be provided with the firewall 5.

Also, the switching apparatus 3 performs switching pro-
cess on, for example, Layer 2 (referred to as “L.2”, hereinaf-
ter) of the OSI reference model. In this example, the switch-
ing apparatus 3 performs switching of MAC frames of the
Ethernet (registered trademark). In the explanations below, a
frame or a data unit processed by the switching apparatus 3 is
referred to as a “packet”.

The router 4 accommodates the server systems 1 (#1
through #N) and the storage systems 2 (#1 through #M), and
is connected to a network 11. The network 11 is, for example,
the Internet or an intranet, but is not limited to them. In
addition, the data center system may be provided with a
gateway in place of the router 4. Also, user terminals 12 and
13 are connected to the network 11. The user terminals 12 and
13 are, for example, personal computers.

The user terminals 12 and 13 are connected to the virtual
machines 1c, respectively, when they receive services from
the data center system. In other words, when the data center
system provides the user terminals with services, it generates
corresponding virtual machines 1¢, respectively, and assigns
the generated virtual machines 1¢ to the user terminals 12 and
13. Then, the user terminals 12 and 13 perform communica-
tions with the corresponding virtual machines 1¢ via different
virtual LANSs. In this configuration, virtual LANs are pro-
vided by the switching apparatus 3. In addition, communica-
tions between one virtual machine 1¢ and another virtual
machine 1lc¢, and communications between the virtual
machines 1¢ and storage systems 2, are also performed via the
switching apparatus 3.

FIG. 2 illustrates a configuration of the switching apparatus
3. The switching apparatus 3 includes a processor 3a, buffer
memory 3b, and switch information storage 3c¢. The switch-
ing information storage 3c is realized by a memory imple-
mented in the switching apparatus 3. Also, the switching
apparatus 3 is provided with a plurality of input ports 21-1
through 21-K and 22-1 through 22-P, and a plurality of output
ports 23-1 through 23-K and 24-1 through 24-P.

Lines 25-1 through 25-K are connected to the input ports
21-1 through 21-K, respectively. A line 26 transmits a wave-
length multiplexed optical signal. A WDM demultiplexer 27
demultiplexes the wavelength multiplexed optical signal
transmitted through the line 26 with respect to wavelength,
and guides resultant signals to the input ports 22-1 through
22-P.

Lines 28-1 through 28-K are connected to the output ports
23-1 through 23-K, respectively. A wavelength division mul-
tiplexer 29 multiplexes optical signals output from the output
ports 24-1 through 24-P. The output ports 24-1 through 24-P
output optical signals having different wavelengths. Then, a
wavelength multiplexed optical signal generated by the wave-
length division multiplexer 29 is output to a line 30.

Packets input through the input ports 21-1 through 21-K
and 22-1 through 22-P are stored in the buffer memory 35
temporarily. Then, the processor 3a refers to the switch infor-
mation storage 3¢, and determines an output port for each
input of the packets. The processor 3a determines (or selects)
an output port according to the input port identifier to identify
the input port that received the packet, the virtual LAN iden-
tifier assigned to the input packet, and the destination address
of the input packet. The switch information storage 3¢ stores
output port identifiers for combinations of input port identi-
fiers, input virtual path identifiers, and destination addresses.
The packet stored in the buffer memory 35 is output through
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6

the output port determined by the processor 3a. At this time,
the processor 3a may rewrite the virtual LAN identifier
assigned to an input packet.

In addition, when the lines connected to the switching
apparatus 3 transmit signals bi-directionally, the input ports
also operate as output ports, and the output ports also operate
as input ports. For example, when the line 25-1 transmits
signals bi-directionally, the input port 21-1 operates as an
input/output port.

The configuration illustrated in FIG. 2 is an example, and
the lines connected to the switching apparatus 3 do not need
to include WDM lines. Further, a radio link may be connected
to the switching apparatus 3. In such a case, the radio link is
also connected to an input port, an output port, or an input/
output port.

As described above, the switching apparatus 3 according to
anembodiment has a port for each communication path. Each
physical line (fiber optic line or metal line) may correspond to
a communication path. For example, the lines 25-1 through
25-N respectively correspond to communication paths, and
the input ports 21-1 through 21-N are provided for the lines
25-1 through 25-N. It is also possible to provide a port for
each path when a plurality of paths are multiplexed on a
physical line. For example, a plurality of wavelength paths are
set on the line 26, and the input ports 22-1 through 22-P are
provided for the plural wavelength paths. Alternatively, when
aplurality of radio links using different frequencies are set, it
is also possible to provide a port for each frequency path.

FIG. 3 illustrates a format of a packet used in the embodi-
ment. In this example, a packet transferred by the switching
apparatus 3 is an Ethernet frame including a VLAN-ID
defined by IEEE802.1Q.

The header of this frame includes a preamble, an SFD, a
destination address, a source address, an 802.1Q tag type, tag
control information, and a MAC client length/type. The des-
tination address and the source address are MAC addresses.
Using a specified 12 bits in the tag control information, a
virtual LAN identifier (VL AN identifier or VID) is expressed.
Also, data is stored, following this header.

A virtual LAN identifier VID is used to identify a virtual
LAN or a virtual path. However, in the switching apparatus
according to the embodiment, a virtual LAN identifier VID is
used as part of the information to identify a virtual LAN or a
virtual path. In other words, a virtual LAN or a virtual path is
identified by, for example, a combination of a virtual LAN
identifier VID and an input port identifier.

FIG. 4 illustrates operations of the switching apparatus 3
according to the embodiment. In this example, the switching
apparatus 3 has ports #1 through #6. In the explanation below,
ports #1 through #3 are used as input ports, and ports #4
through #6 are used as output ports. Ports #1 through #3
receive packets transmitted through communication paths #1
through #3 (not illustrated), respectively. Also, packets output
through ports #4 through #6 are directed to communication
paths #4 through #6 (not illustrated), respectively.

The switching apparatus 3 is provided with an input pro-
cessor for each of the input ports. In the example illustrated in
FIG. 4, input processors 31-1 through 31-3 are provided for
ports #1 through #3, respectively. The input processors 31-1
through 31-3 respectively transfer input packets to packet
switches 32a through 32c¢ corresponding to the virtual LAN
identifiers.

The switching apparatus 3 has a packet switch for each
virtual LAN. InFIG. 4, three packet switches 32a through 32¢
are illustrated. The packet switches 32a through 32¢ respec-
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tively transfer input packets to output ports (ports #4 through
#6 in this example) corresponding to the destination
addresses.

The switching apparatus 3 is provided with a VID rewriter
for each of the output ports. In the example illustrated in FIG.
4, VID rewriters 33-4 through 33-6 are provided for ports #4
through #6, respectively. The VID rewriters 33-4 through
33-6 respectively rewrite the virtual LAN identifiers in pack-
ets to be output.

In the following explanation, it is assumed that packets A,
B, and C are input through port #1 and packet D is input
through port #2.

Destination addresses DA of packets A, B, and C are AAA,
BBB, and CCC, respectively. The virtual LAN identifiers
VID assigned to packets A, B, and C are 300, 300, and 100,
respectively. In other words, packets A and B are transmitted
through the same virtual LAN. Also, destination terminals
AAA and BBB are connected to the same virtual LAN.

The input processor 31-1 transfers packets A, B, and C to
the packet switches corresponding to the virtual LAN identi-
fiers VID. In this example, the input processor 31-1 transfers
to the packet switch 32a packets A and B to which “VID 300"
has been assigned. Also, the input processor 31-1 transfers to
the packet switch 3256 packet C to which “VID 100 has been
assigned.

Each of the packet switches 32a through 32¢ transfers a
packet to the output port corresponding to the destination
address. In this example, the packet switch 32a transfers
packet A to port #4 in accordance with destination address
AAA, and transfers packet B to port #5 in accordance with
destination address BBB. Also, the packet switch 325 trans-
fers packet C to port #5 in accordance with destination
address CCC.

The VID rewriter 33-4 rewrites the virtual LAN identifier
VID of a packet to be output through port #4. In this example,
the virtual LAN identifier VID of packet A is rewritten from
300 to 100. Also, the VID rewriter 33-5 rewrites the virtual
LAN identifier VID of a packet to be output through port #5.
Inthis example, the virtual LAN identifier VID of packet B is
rewritten from 300 to 200, and the virtual LAN identifier VID
of packet C is rewritten from 100 to 300.

As described above, input packets are transferred to the
corresponding packet switches 32a through 32¢ in accor-
dance with the virtual LAN identifiers VID. Each of the
packet switches 32a through 32c¢ transfers input packets to the
output ports corresponding to the destination addresses DA.
In other words, the switching apparatus 3 performs switching
on packets for each virtual LAN. Thereby, virtual LANs are
set up, and security is ensured in each communication.

However, in the switching apparatus 3 according to the
embodiment, a virtual LAN is identified by a virtual LAN
identifier VID for each input port. In other words, a virtual
LAN is identified based on the combination of the input port
identifier specifying the port that has received the input
packet and the virtual LAN identifier VID.

For example, “VID 100~ is assigned to packet C that is
input through port #1. “VID 100 is also assigned to packet D
that is input through port #2. In other words, the same virtual
LAN identifier VID is assigned to packets C and D. However,
the switching apparatus 3 transfers packets C and D through
different virtual LANs. Specifically, packet C is transferred to
the packet switch 325 as described above. The packet switch
32b provides switching operations of the virtual LAN iden-
tified by “INPUT PORT #1+VID 100”. Meanwhile, the input
processor 31-2 transfers packet D to the packet switch 32c.
The packet switch 32¢ provides switching operations of the
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virtual LAN identified by “INPUT PORT #2+VID 100”. As
described above, packets C and D are processed by different
packet switches.

The packet switch 32¢ transfers packet D to port #6 in
accordance with destination address DDD. At this time, the
VID rewriter 33-6 rewrites, from 100 to 300, the virtual LAN
identifier VID of packet D to be output through port #6.

As described above, in the switching apparatus 3 according
to the embodiment, a virtual LAN is identified based on a
combination of an input port identifier and a virtual LAN
identifier VID. In this example, an input port corresponds to a
communication path (a physical line, a wavelength path, a
frequency path, or the like) that transmits input packets.
Accordingly, virtual LAN identifiers VID can be used inde-
pendently for each communication path, and virtual LANs
can be set up independently for each communication path. In
other words, when a virtual LAN identifier VID is 12-bit data
as illustrated in FIG. 3, up to 4094 virtual LANSs can be set up
for each communication path. Thus, a configuration accord-
ing to the embodiment can increase the number of virtual
L AN in proportion to the number of communication paths.

FIG. 5 illustrates a functional block diagram of the switch-
ing apparatus 3. The switching apparatus 3 has input filter
functionality F1, group ID table search functionality F2, [.2
learning table search functionality F3, VID rewrite function-
ality F4, and routing functionality F5 in order to transfer a
packet input through arbitrary ports to an destination address
of the packet.

Input filter functionality F1 performs a filtering process by
referring to the header information of an input packet. The
header information includes a preamble, an SFD, a destina-
tion address, a source address, an 802.1Q tag type, tag control
information, and a MAC client length/type illustrated in FIG.
3. Input filter functionality F1 may discard an error packet or
a packet that is not normal. Also, input filter functionality F1
detects an input port identifier that identifies the port that
received the input packet, the virtual LAN identifier assigned
to the input packet, and the destination address of the input
packet. The input port identifier is detected, for example, by
using an enable signal output from the port that received the
input packet. The virtual LAN identifier and the destination
address are extracted from the header of the input packet.

When an input packet is processed by input filter function-
ality F1, the packet is stored in the buffer memory 35 illus-
trated in FIG. 2. Alternatively, an input packet is stored in the
buffer memory 34 illustrated in FIG. 2 after processed by
input filter functionality F1. When the input packet is stored in
the buffer memory 34, input port identifier of the input packet
is held in such a manner that they correspond to the input
packet. In other words, the input port identifier is substantially
assigned to the input packet.

Group ID table search functionality F2 searches for the
input port identifier and the virtual LAN identifier of the input
packet in the group ID table. The group ID table stores group
IDs with respect to combinations of input port identifiers and
input virtual LAN identifiers. The group ID table is created as
part of the switch information storage 3¢ illustrated in FIG. 2.
The group 1D is used to identify virtual LANSs in the switching
apparatus 3. Also, the group ID is used to identify packet
switches 32a through 32¢ in FIG. 4.

Group ID table search functionality F2 assigns to the input
packet a group ID obtained from the above search. The pro-
cess of assigning a group ID to an input packet is imple-
mented by, for example, holding a group ID in the buffer
memory 35 in such a manner that the group ID corresponds to
the input packet. When the combination of the input port
identifier and the virtual LAN identifier of the input packet is
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not registered on the group ID table, group ID table search
functionality F2 discards the input packet.

L2 learning table search functionality F3 searches for the
group ID and the destination address of the input packet in the
L2 learning table. The [.2 learning table stores output port
identifiers with respect to combinations of group IDs and
destination addresses. The 1.2 learning table is created as part
of the switch information storage 3¢ illustrated in FIG. 2.

L2 learning table search functionality F3 assigns to the
input packet an output port identifier obtained from the above
search. The process of assigning an output port identifier to an
input packet is implemented by, for example, holding an
output port ID in the buffer memory 35 in such a manner that
the output port ID corresponds to the input packet. When the
combination of the group ID and the destination address of
the input packet is not registered on the .2 learning table, 1.2
learning table search functionality F3 obtains multicast infor-
mation corresponding to the group ID.

VID rewrite functionality F4 searches for the group ID and
the output port identifier of the input packet in the VID con-
version table. The VID conversion table stores output virtual
LAN identifiers with respect to combinations of group IDs
and output port identifiers. The VID conversion table is cre-
ated as part of the switch information storage 3¢ illustrated in
FIG. 2.

VID rewrite functionality F4 rewrites the virtual LAN
identifier that has been assigned to the input packet (i.e., the
input virtual LAN identifier) to the output virtual LAN iden-
tifier obtained from the above search. When the combination
of the group ID and the output port identifier of the input
packet is not registered on the VID conversion table, VID
rewrite functionality F4 outputs an error signal.

The routing functionality F5 reads, from the buffer
memory 3b, the packet whose virtual LAN identifier has been
rewritten by VID rewrite functionality F4. Then, routing
functionality F5 transfers this packet to the port specified by
the output port identifier that [.2 learning table search func-
tionality F3 obtained from the search. Thereby, this packet is
output through the specified port.

As described above, input filter functionality F1 operates
as a detector to detect the input virtual path identifier and the
destination address assigned to an input packet. Group ID
table search functionality F2 and [.2 learning table search
functionality F3 operate as a searcher to search the switch
information storage for the output port identifier according to
the input port identifier that identifies the port through which
an input packet was input, the input virtual path identifier, and
the destination address.

Functionalities F1 through F5 are realized by the execution
of a program by the processor 3a. Part of functionalities F1
through F5 may be realized by a hardware circuit.

FIG. 6 illustrates an example of operations of the switching
apparatus 3. In this example, a group ID table 41, an [.2
learning table 42, a multicast bitmap table 43, and a VID
conversion table 44 are created, for example, in advance. The
maximum number of entries for each of the tables 41 through
44 is “QxV”. Q is a number of input ports or input/output
ports of the switching apparatus 3. For example, when the
switching apparatus 3 hasten input ports and ten output ports,
this means “Q=10". Or, when the switching apparatus 3 has
twenty input/output ports, this means “Q=20". Also, V is
determined by the number of bits used by a virtual LAN
identifier VID. For example, a virtual LAN identifier is of 12
bits, and this means “V=4094". Note that it is assumed that a
VID having “1” in all bits and a VID having “0” in all bits are
not used.
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In the explanations below, it is assumed that a packet is
input through port #1. It is also assumed that the virtual LAN
identifier assigned to the input packet is “a”, and that the
destination address is “A”.

Input filter functionality F1 performs filtering process on
the input packet. It is assumed in this example that the input
packet passes the filter without being discarded. Also, input
filter functionality F1 detects the input port identifier speci-
fying the port that received the input packet. It is assumed in
this example that “#1” is detected as the input port identifier.
Further, “a” and “A” are detected as the virtual LAN identi-
fier and the destination address, respectively.

Group ID table search functionality F2 searches for
“INPUT PORT=#1" AND “INPUT VID=a" in the group ID
table 41.

In this example, “GROUP ID=1" is obtained from this
search. The process of searching for a group ID corresponds
to a process of determining a packet switch (32a through 32¢)
performed by an input processor (31-1 through 31-3) in FIG.
4.

L2 learning table search functionality F3 searches for
“GROUPID=1" and “DESTINATION ADDRESS=A"in the
L2 learning table 42. In this example, “OUTPUT PORT=#3"
is obtained from this search.

VID rewrite functionality F4 searches for “GROUP ID=1"
and “OUTPUT PORT=#3" in the VID conversion table 44. In
this example, “OUTPUT VID=A” is obtained from this
search. Thereafter, VID rewrite functionality F4 rewrites vir-
tual LAN identifier o that has been assigned to the input
packet into output virtual LAN identifier A retrieved from the
VID conversion table 44.

Routing functionality F5 outputs, through the port identi-
fied by the output port identifier, the packet whose virtual
LAN identifier has been rewritten by VID rewrite function-
ality F4. In this example, a packet to which virtual LAN
identifier A has been assigned is output through port #3. When
this packet is output, a group ID or an output port identifier is
not assigned to the packet.

When the combination of the group ID and the destination
address of the input packet is not registered on the .2 learning
table 42, [.2 learning table search functionality F3 extracts,
from the multicast bitmap table 43, a multicast bitmap corre-
sponding to the group ID. Each bit in the multicast bitmap
corresponds to, for example, a port included in the switching
apparatus 3. In such a case, the packet is output through
respective ports to which “1” is assigned.

As described above, according to the switching apparatus 3
of'the embodiment, a group 1D is determined for the combi-
nation of an input port and a virtual LAN identifier VID, and
avirtual LAN is identified by using that group ID. This makes
it possible to use the same virtual LAN identifier on different
communication paths. As a result, the switching apparatus 3
can provide a greater number of virtual LANs.

FIG. 7 illustrates a flowchart of a group 1D searching pro-
cess. The process based on this flowchart is executed, for
example, by group ID table search functionality F2, which is
realized by the processor 3a.

In step S1, group ID table search functionality F2 searches
for the combination of the input port identifier and the virtual
LAN identifier VID of an input packet in the group ID table
41. When the corresponding information is registered on the
table, the corresponding group 1D is extracted from the group
1D table 41 in step S2. The extracted group ID is added to the
input packet. When the above combination is not registered
on the group ID table 41, the input packet is discarded in step
S3.
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FIG. 8 illustrates a flowchart explaining the L2 learning
table searching process. The process based on this flowchart
is executed, for example, by L2 learning table search func-
tionality F3, which is realized by the processor 3a.

In step s11, L2 learning table search functionality F3
searches for the combination of the group ID and the desti-
nation address DA of an input packet in the [.2 learning table
42. The group ID is has been retrieved based on the flowchart
illustrated in FIG. 7. When the corresponding information is
registered on the L2 learning table 42, the corresponding
output port identifier is extracted from the 1.2 learning table
42 in step S12. The extracted output port identifier is added to
the input packet. The input packet may be transferred to the
port identified by the extracted output port identifier. Alter-
natively, the input packet may be transferred after rewriting of
the VID as explained by referring to FIG. 5 and FIG. 6.

When the above combination is not registered on the [.2
learning table 42 (not registered in step S11), [.2 learning
table search functionality F3 searches for the group ID in the
multicast bitmap table 43 in step S13. When the correspond-
ing information is registered on the multicast bitmap table 43,
the input packet is transferred, in step S14, to each output port
indicated by the extracted bitmap. When the group ID is not
registered on the multicast bitmap table 43, the input packet is
discarded in step S15.

FIG. 9 illustrates a flowchart explaining the VID rewriting
process. The process based on this flowchart is executed, for
example, by VID rewrite functionality F4, which is realized
by the processor 3a.

In step S21, VID rewrite functionality F4 searches for the
combination of the group ID and the output port identifier in
the VID conversion table 44. When the corresponding infor-
mation is registered on the VID conversion table 44, the
virtual LAN identifier of the input packet is rewritten, in step
S22, into the output virtual LAN identifier obtained in step
S21. When the above combination is not registered on the
VID conversion table 44, the input packet is discarded in step
S23.

FIG. 10 illustrates an example of a configuration of
increasing the number of virtual LANs by using general-
purpose MAC switches. Lines #1 through #N are connected
to the switching apparatus illustrated in FIG. 10. This switch-
ing apparatus includes general-purpose MAC switches S0A
and 50B, interfaces 51-1 through 51-N, selectors (SELs) 52-1
through 52-N, VID convertors 53A-1 through 53A-N and
53B-1 through 53B-N, and multiplexers (MUXs) 54-1
through 54-N. This switching apparatus also includes the
virtual LAN management table illustrated in FIG. 11. Each of
the “general-purpose MAC switches” is provided with 4094
packet switches that correspond to a 12-bit virtual LAN iden-
tifier VID, and each of the packet switches determines output
ports in accordance with destination MAC addresses.

The interfaces 51-1 through 51-N provide interfaces of the
physical layer and the MAC layer to lines #1 through #N,
respectively. Each of the selectors 52-1 through 52-N trans-
fers input packets to the general-purpose MAC switch 50A or
50B in accordance with the virtual LAN identifiers assigned
to the input packets. The VID convertors 53A-1 through
53A-N and 53B-1 through 53B-N refer to the virtual LAN
management table in order to convert the virtual LAN iden-
tifiers of the input packets into internal virtual LAN identifi-
ers. Also, the VID convertors 53A-1 through 53A-N and
53B-1 through 53B-N refer to the virtual LAN management
table in order to convert, in reverse, the virtual LAN identifi-
ers of packets output from the general-purpose MAC
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switches 50A and 50B. The multiplexers 54-1 through 54-N
multiplex the packets output from the general-purpose MAC
switches 50A and S0B.

Also, in the switching apparatus illustrated in FIG. 10, a
new entry is generated on the virtual LAN management table
illustrated in FIG. 11 when a virtual LAN is newly set up. In
this example, each of the general-purpose MAC switches S0A
and 50B is able to provide 4094 virtual LANs. Accordingly,
the 1st through 4094th virtual LANs to be registered are
assigned to the general-purpose MAC switch 50A, and the
4095th through 8188th virtual LANs to be registered are
assigned to the general-purpose MAC switch 50B.

In the example illustrated in FIG. 10 and FIG. 11, terminal
X connected to line #1 and terminal Y connected to line #2
belong to virtual LAN1 (the registration number is 1). Termi-
nals X and Y may be user terminals, or may be virtual
machines VM provided on the server. This virtual LAN is
identified by virtual LAN identifier 100 on line #1, is identi-
fied by virtual LAN identifier 200 on line #2, and is identified
by internal virtual LAN identifier 1 in the general-purpose
MAC switch 50A.

It is assumed that a packet is transmitted from the terminal
X to the terminal Y in the above configuration. In such a case,
“VID=100" and “DA=Y" are assigned to this packet. Then
this packet is transmitted through line #1 to be input to the
switching apparatus.

The packet is terminated by the interface 51-1, and trans-
ferred to the selector 52-1. The selector 52-1 searches for
“INPUT PORT=#1" and “VID=100"in the virtual LAN man-
agement table illustrated in FIG. 11. “SWITCH=50A" is
obtained from this search. Thereafter, the selector 52-1 trans-
fers the input packet to the general-purpose MAC switch S0A.

The VID convertor 53A-1 converts the virtual LAN iden-
tifier of the packet to be input to the general-purpose MAC
switch 50A. In this example, the VID convertor 53A-1
searches for “INPUT PORT #1” and “VID=100" in the vir-
tual LAN management table illustrated in FIG. 11. Thereby,
“INTERNAL VID=1"is obtained. Accordingly, the VID con-
vertor 53A-1 converts the virtual LAN identifier of the input
packet from “100” into “1”.

The general-purpose MAC switch S0A determines an out-
put port in accordance with the destination address DA. In this
example, it is assumed that “OUTPUT PORT #2” is obtained
based on “DA=Y". Then, this packet is output from the gen-
eral-purpose MAC switch 50A so that the packet is guided to
line #2.

The VID convertor 53A-2 converts the virtual LAN iden-
tifier of the packet output from the general-purpose MAC
switch 50A to be guided to line #2. In other words, the VID
convertor 53A-2 searches for “OUTPUT PORT #2” and
“INTERNAL VID=1" in the virtual LAN management table
illustrated in FIG. 11. “OUTPUT VID=200" is obtained from
this search. Accordingly, the VID convertor 53A-2 converts
the virtual LAN identifier of the output packet from “1” into
“2007.

This output packet is output to line #2 via the multiplexer
54-2 and the interface 51-2. As a result, the above packet is
transmitted to the terminal Y. Note that when a packet is
transmitted from the terminal Y to the terminal X, VID con-
version is performed in a manner reverse to the conversion
performed when a packet is transmitted from the terminal X
to the terminal Y.

As described above, the switching apparatus illustrated in
FIG. 10 uses general-purpose MAC switches. Also in this
configuration, a virtual LAN is identified by a combination of
the line (i.e., the input/output port) that transmits a packet and
a virtual LAN identifier. Accordingly, a greater number of
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virtual LANs can be provided by using a plurality of general-
purpose MAC switches. Also, the configuration illustrated in
FIG. 10 does not need to be provided with a layer 3 device
such as a router or the like between the general-purpose MAC
switches 50A and 50B. This makes the management or main-
tenance of the switching apparatus easy.

FIG. 12 illustrates an example of an [.2 network using a
plurality of switching apparatuses. In this example, three
switching apparatuses are connected. Respective switching
apparatuses L.2SW-1 through [.2SW-3 are realized by, for
example, the switching apparatuses 3 explained by referring
to FIGS. 2-9.

The switching apparatus 1L.2SW-1 and the router 4 are
connected by four lines. The switching apparatuses L2SW-1
and L2SW-2 are connected by four lines. The switching appa-
ratuses L.2SW-1 and L.2SW-3 are connected by four lines.
That is, twelve lines are connected to the switching apparatus
L2SW-1. In other words, the switching apparatus L2SW-1 is
provided with twelve ports.

The switching apparatus .L2SW-2 and server group A are
connected by four lines. The switching apparatus L2SW-2 is
connected to server group B, server group C, and server group
D by four lines for each connection. That is, twenty lines are
connected to the switching apparatus [L2SW-2. In other
words, the switching apparatus [L2SW-2 is provided with
twenty ports.

Similarly, the switching apparatus [L.2SW-3 is connected to
server group E, server group F, server group G, and server
group F1 by four lines for each connection. That is, twenty
lines are connected to the switching apparatus L2SW-3. In
other words, the switching apparatus L.2SW-3 is provided
with twenty ports.

Each of the switching apparatuses [L2SW-1 through
L2SW-3 includes switch domains D1 through D5. In switch
domains D1 through D4, virtual LANs are identified by com-
binations of connected lines and virtual LAN identifiers
1-3000. In switch domains D5, virtual LANs are identified by
combinations of connected lines and virtual LAN identifiers
3001-4094.

<Case 1>

Communications within a server group are realized by
using one of switch domains D1 through D4 in the switching
apparatus L2SW-2 or L2SW-3. For example, communica-
tions between two virtual machines in server group A are
realized by using switch domain D1 of the switching appara-
tus L2SW-2. In such a case, the virtual LAN is identified by a
combination of a line between the switching apparatus
L2SW-2 and server group A and a virtual LAN identifier
selected from among virtual LAN identifiers 1-3000.

<Case 2>

Communications between different server groups are real-
ized by using switch domains D5 of the switching apparatus
L2SW-2 or L2SW-3. For example, communications between
a virtual machine in server group E and a virtual machine in
server group F are realized by using switch domain D5 of the
switching apparatus .2SW-3. In such a case, the virtual LAN
is identified by a combination of lines between the switching
apparatus .2SW-3 and server groups E and F and a virtual
LAN identifier selected from among virtual LAN identifiers
3001-4094.

<Case 3>

Communications between servers accommodated by dif-
ferent switching apparatuses are realized by using switch
domain D5 of the switching apparatus L.2SW-1, one of switch
domains D1 through D4 of the switching apparatus L.2SW-2,
and one of switch domains D1 through D4 of the switching
apparatus [L2SW-3. In FIG. 12, a communication path
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between a virtual machine in server group C and a virtual
machine in server group G is illustrated.

<Case 4>

Communications between the router 4 and an arbitrary
server are realized by using one of switch domains D1
through D4 of the switching apparatus L2SW-1, and one of
switch domains D1 through D4 of the switching apparatus
L2SW-2 or L2SW-3. In FIG. 12, a communication path
between the router 4 and a virtual machine in server group H
is illustrated.

As described above, in the switching apparatus L2SW-2,
each of switch domains D1 through D4 can use virtual LAN
identifiers 1-3000. In other words, the same identifier among
virtual LAN identifiers 1-3000 can be duplicately assigned to
plural switch domains D1 through D4. Accordingly, the
switching apparatus [L.2SW-2 can provide 12000 or more
virtual LANs by using switch domains D1 through D4. Also,
the switching apparatus L2SW-2 can provide 1094 or more
virtual LANs by using switch domain D5. As a result, the
switching apparatus L2SW-2 can provide about 13000 or
more virtual LANs by using switch domains D1 through D5.
Similarly, the switching apparatus [.2SW-3 can also provide
about 13000 or more virtual LANSs. Therefore, about 26000 or
more virtual LANs can be set up on the [.2 network illustrated
in FIG. 12.

FIG. 13 illustrates operations of a switching apparatus
according to another embodiment. A switching apparatus 6
illustrated in FIG. 6 has basically similar configuration and
operation as the switching apparatus 3 explained by referring
to FIGS. 4-9.

However, in the switching apparatus 3 illustrated in FIGS.
4-9, virtual LAN identifiers VID of IEEE802.1Q) are used as
information to identify virtual paths (or virtual LANs). In the
switching apparatus 6 illustrated in FIG. 13, by contrast, label
information of MPLS (Multi-Protocol Label Switching) is
used as information to identify virtual paths.

MPLS is defined in RFC3032. On an MPLS network,
packets are transferred according to MPLS headers. As illus-
trated in FIG. 14, an MPLS header includes a label of 20 bits.
This label information is used as identifying information to
represent a virtual path. The MPLS packet is generated, for
example, by adding an MPLS header to the head of the
Ethernet frame illustrated in FIG. 3.

In FIG. 13, an MPLS packet is input to the switching
apparatus 6. Input processors 61-1 through 61-3, packet
switches 62a through 62¢, and label rewriters 63-4 through
63-6 in the switching apparatus 6 have similar operation as
the input processors 31-1 through 31-3, the packet switches
32a through 32¢, and the VID rewriters 33-4 through 33-6
illustrated in FIG. 4.

However, the input processors 61-1 through 61-3 respec-
tively transfer input MPLS packets to corresponding packet
switches 62a through 62¢ according to the label information.
The packet switch 62a through 62¢ respectively transfer the
input MPLS packets to output ports (ports #4 through #6 in
this example) corresponding to the destination addresses. The
label rewriters 63-4 through 63-6 respectively rewrite the
label information of the packets to be output.

FIG. 15 illustrates a functional block diagram of a switch-
ing apparatus provided on an MPLS network. Input MPLS
filter functionality F6, group 1D table search functionality F7,
L2 learning table search functionality F8, label rewrite func-
tionality F9, and routing functionality F10 included in the
switching apparatus 6 provided on an MPLS network are
similar to input filter functionality F1, group ID table search
functionality F2, [.2 learning table search functionality F3,
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VID rewrite functionality F4, and routing functionality F5
included in the switching apparatus 3.

However, input MPLS filter functionality F6 not only per-
forms filtering on an input MPLS packet, but also detects the
input port identifier that identifies the port that received the
input MPLS packet, the label information assigned to the
input MPLS packet, and the destination address of the input
MPLS packet. Group ID table search functionality F7
searches for the input port identifier and the label information
of'the input MPLS packet in the group ID table. The group ID
table stores group IDs with respect to combinations of input
port identifier and the label information.

L2 learning table search functionality F8 searches for the
group ID and the destination address of the input MPLS
packet in the [.2 learning table. The [.2 learning table stores
output port identifiers with respect to combinations of group
IDs and destination addresses. Label rewrite functionality F9
searches for the group ID and the output port identifier of the
input MPLS packet in the label conversion table. The label
conversion table stores output label information with respect
to combinations of group IDs and output port identifiers.
Routing functionality F10 transfers the MPLS packet to the
port specified by the output port identifier retrieved by 1.2
learning table search functionality F8. The label of this MPLS
packet has been rewritten by label rewrite functionality F9.

The switching apparatus 3 illustrated in FIGS. 4-9 can
provide virtual LANs by using a virtual LAN identifier VID
for each line (or each port) in a network in which virtual paths
are identified by using virtual LAN identifiers VID of
IEEE802.1Q. The switching apparatus 6 illustrated in FIGS.
13 and 15 can provide virtual LANs by using label informa-
tion for each line (or each port) in a network in which virtual
paths are identified by using label information of MPLS.
Further, the switching apparatuses according to the invention
can provide a virtual LAN not only by using the above virtual
LAN identifier VID or MPLS label, but can also provide a
virtual LAN by using virtual path information for each line
(or each port). For example, the switching apparatuses
according to the invention may be applied to a PBB (Provider
Backbone Bridging) network.

As described above, a greater number of virtual LANSs can
be setup for each line (or each port) when a packet in a format
in which a greater number of bits are used to represent a
virtual path is used. In such a case, in a network that has
introduced a switching apparatus according to an embodi-
ment, packets in variety of formats can be transferred with
similar configuration as MAC-based switch. Accordingly,
network administrators can set up virtual LANs without
understanding various formats (such as MPLS, PBB, Q-IN-
Q, ATM, etc.)

Also, when a switching apparatus according to an embodi-
ment is introduced, a plurality of packet formats may be used
atthe same time. For example, it is possible to setup an MPLS
network in a region where traffic is congested while setting up
avirtual LAN based on IEEE802.1Q) in other regions. In such
a case, more than 4094 virtual LANs may be set up for each
line in a region where traffic is congested.

Next, explanations will be given for a method for setting up
avirtual LAN by using a switching apparatus according to the
embodiment. Steps of setting up a virtual LAN on the net-
work illustrated in FIG. 16 will be explained below.

The network illustrated in FIG. 16 is provided with three
switching apparatuses L2SW-1 through .2SW-3. Each of the
switching apparatuses [.2SW-1 through [L2SW-3 is, for
example, the switching apparatus 3 illustrated in FIGS. 4-9.

Port #1 of the switching apparatus [L.2SW-1 is connected to
port #1 of the switching apparatus L.2SW-2. Port #2 of the
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switching apparatus L2SW-1 is connected to port #1 of the
switching apparatus L2SW-3. Ports #2 and #3 of the switch-
ing apparatus [L.2SW-2 are connected to server systems A and
B, respectively. Ports #2 and #3 of the switching apparatus
[2SW-3 are connected to server systems C and D, respec-
tively.

A monitor/control device 71 sets up a virtual LAN in
response to an instruction from a user. Also, the monitor/
control device 71 is provided with a computer, an input/
output device, and a communications device. The input/out-
put device includes, for example, a keyboard, a mouse, a
display device, or the like. A user can give an instruction to set
up a virtual LAN by using this input/output device. The
communications device transmits and receives information to
and from the respective switching apparatuses [L2SW-1
through [.2SW-3 and server systems A through D.

Each of the switching apparatuses [L2SW-1 through
[2SW-3 has a network topology management table 72. The
network topology management tables 72 manage information
representing network topologies. In other words, each of the
network topology management tables 72 manages informa-
tion representing connection relationships based on physical
lines that connect the devices (the switching apparatuses
L2SW-1 through [.2SW-3 and the server systems A through
D).
FIG. 17 illustrates an example of the network topology
management table 72. The network topology management
table 72 illustrated in FIG. 17 represents the topology of the
network illustrated in FIG. 16. By topology information man-
aged by the network topology management table 72, physical
routes on the network are identified uniquely.

Steps of setting up a virtual LAN on the network of the
above configuration will be explained by referring to the
sequence diagram illustrated in FIGS. 18A and 18B. The
L2SW in FIGS. 18A and 18B corresponds to the respective
switching apparatuses L.2SW-1 through [L.2SW-3 illustrated
in FIG. 16. Also, the terminal illustrated in FIGS. 18A and
18B represents each of the server systems A through D (or
virtual machines VM generated in the server systems) illus-
trated in FIG. 16.

In step SBO0, each L2SW creates the network topology
management table 72. The network topology management
table 72 is created automatically based on the LLDP (Link
Layer Discovery Protocol) although the scope of the inven-
tion is not limited to this. The LLDP is a neighbor discovery
protocol defined by IEEE802.1 AB, under which a neighbor-
ing node is recognized by transmitting and receiving an
LLDP frame between nodes (i.e., between L.2SWs). How-
ever, this method is used when each L2SW supports the
LLDP. The network topology management tables 72 may also
be created manually by a network administrator.

An arbitrary one of the L2SW-1 through L.2SW-3 transmits
the created network topology management table 72 to the
monitor/control device 71. Communications between the
[2SWs and the monitor/control device 71 are implemented
based on, for example, a SNMP/TL-1 response format of
SNMP, FTP, or the like. Thereafter, in step SB1, each L2SW
waits for a virtual LAN number and a terminal number to be
transmitted from the monitor/control device 71. Also, in step
SC1, each terminal waits for a virtual LAN number and a
terminal number to be transmitted from the monitor/control
device 71.

The monitor/control device 71 receives the network topol-
ogy management table 72 from the L2SW in step SA1. Next,
in step SA2, the monitor/control device 71 receives from a
user an instruction to set up a new virtual LAN. In this
example, it is assumed that the user inputs an instruction to set
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up a virtual LAN that connects server systems A, C, and D.
Then, the monitor/control device 71 generates virtual LAN
specifying information in accordance with the above instruc-
tion, and registers that information on the virtual LAN man-
agement table. Virtual LAN specifying information repre-
sents, for a virtual LAN number that identifies a virtual LAN,
a terminal number that identifies two or more terminals
belonging to that virtual LAN. A unique value in the network
illustrated in FIG. 16 is assigned as a virtual LAN number.

FIG. 19 illustrates an example of a virtual LAN manage-
ment table. On the virtual LAN management table, a virtual
LAN number and connection section information are regis-
tered in each entry. Connection section information repre-
sents a group of terminals connected to the virtual LAN. In
this example, “VIRTUAL LAN NUMBER: 100” and “CON-
NECTION SECTION: SERVER SYSTEM A_VMI,
SERVER SYSTEM C_VM1, SERVER SYSTEM D_VM1”
are registered for registration number 1. This virtual LAN
specifying information represents the virtual LAN illustrated
in FIG. 16. Also, “VIRTUAL LAN NUMBER: 200” and
“CONNECTION SECTION: SERVER SYSTEM A_VM2,
SERVER SYSTEM B_VM2” are registered for registration
number 2.

The monitor/control device 71 refers to the network topol-
ogy management tables 72 in order to extract a physical line
route that realizes the virtual LAN that has been newly reg-
istered on the virtual LAN management table in step SA3. In
this example, the physical line routes as below are obtained
for virtual LAN number 100 described above.

Server system A: (1(1))-((1)2(2))-A
Server system C: (1(2))-((1)3(2))-C
Server system D: (3(3))-D

In the above expression, for example, (1(1)) represents port
#1 of the L2SW-1. Also, ((1)2(2)) represents port #1 and port
#2 of the L2SW-2. (1(1))-((1)2(2))-A represents that the
physical line between port #1 of the L2SW-1 and port #1 of
the L2SW-2 and the physical line between port #2 of the
[2SW-2 and server system A are used. Accordingly, five
physical lines #1 through #5 below are extracted for the
virtual LAN number 100.

Line #1: physical line between port #1 of the L2SW-1 and
port #1 of the L2SW-2
Line #2: physical line between port #2 of the L2SW-2 and

server system A
Line #3: physical line between port #2 of the L2SW-1 and

port #1 of the L2SW-3
Line #4: physical line between port #2 of the L.2SW-3 and

server system C
Line #5: physical line between port #3 of the L.2SW-3 and

server system D

Each L2SW receives virtual LAN specifying information
including the virtual LAN number and the terminal number
from the monitor/control device 71 in step SB2. Then, in step
SB3, each L2SW prohibits acceptance of new virtual LAN
numbers and terminal numbers during a period before the
setting of the virtual LAN identifier VID is terminated.

In step SB4, each L.2SW confirms whether or not a virtual
LAN identifier has to be set for the virtual LAN number and
the terminal number received from the monitor/control
device 71. At this time, each L2SW refers to the network
topology management table 72 in order to confirm whether or
not a virtual LAN identifier has to be set. For example, the
L2SW-1 determines that virtual LAN identifiers VID have to
be setrespectively for lines #1 and #2 for virtual LAN number
100.

In step SB5, each L2SW sets a virtual LAN identifier for
ports used for setting up a virtual LAN. When this process is
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performed, L.2SW extracts the virtual LAN identifier having
the smallest value among those that have not been used, from
among virtual LAN identifiers assigned for each line. In this
example, setting is performed as below in order to set up the
virtual LAN number 100.

L2SW-1

port #1(line #1): VID 2

port #2(line #3): VID 5

L2SW-2

port #1(line #1): VID 2

port #2(line #2): VID 1

L2SW-3

port #1(line #3): VID 5

port #2(line #4): VID 2

port #3(line #5): VID 1

As described above, each L2SW sets a virtual LAN iden-
tifier in accordance with the rule “virtual LAN identifier
having the smallest value among those that have not been
used are extracted, from among virtual LAN identifiers
assigned for each line”. Accordingly, in a pair of the L2SWs
connected to the ends of each line, an identical virtual LAN
identifier is assigned to a virtual path on that line. For
example, in the L2SW-1 and the L2SW-2, “VID 2” is
assigned to a virtual path on line #1. As a result, virtual LAN
identifiers VID 2, VID 1, VID 5, VID 2, and VID 1 are set for
physical lines #1 through #5, respectively.

Thereafter, each L.2SW transmits a setup completion report
to the monitor/control device 71. The setup completion report
includes a virtual LAN number and the number of a physical
line to which a virtual LAN identifier has been assigned. For
example, the switching apparatus L2SW-1 uses a setup
completion report in order to report “VIRTUAL LAN NUM-
BER 100” and “LINES #1 AND #3” to the monitor/control
device 71.

Steps SC2 through SC6 executed by the respective termi-
nals (server systems A, C, and D in FIG. 16) are similar to
steps SB2 through SB6 executed by the L.2SWs. However, in
step SC6, each terminal uses a setup completion report in
order to report the virtual LAN number to the monitor/control
device 71.

In step SA4, the monitor/control device 71 receives setup
completion reports from the respective L2SWs and terminals.
In step SAS, the monitor/control device 71 confirms whether
or not setting of a virtual LAN has been completed in each
L2SW and each terminal. When this confirmation is per-
formed, the monitor/control device 71 confirms whether or
not virtual LAN identifiers VID have been completely set
respectively for the lines extracted in step SA3 (lines #1
through #5 in this example).

When virtual LAN identifiers VID have been completely
set for all lines, the monitor/control device 71 transmits a
setup completion confirmation report to the respective
[2SWs and terminals in step SA6. This setup completion
confirmation report includes a message instructing the can-
cellation of the acceptance prohibition. Thereafter, in step
SA7, the monitor/control device 71 enters an operation mode
of accepting the setup of a next virtual LAN.

Upon receiving the above setup completion confirmation
report, each L2SW enters an operation mode of accepting a
next virtual LAN number and a terminal number in step SB7.
Similarly, each terminal enters, in step SC7, an operation
mode of accepting a next virtual LAN number and a terminal
number when it has received the above setup completion
confirmation report.

In steps illustrated in FIGS. 18A and 18B, virtual LAN
numbers reported from the monitor/control device 71 to the
respective L.2SWs are used as, for example, group IDs in the
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example illustrated in FIGS. 5 and 6. Also, the group ID table
41, the [.2 learning table 42, and the VID conversion table 44
illustrated in FIG. 6 are created by setting correspondence
relationships between ports and virtual LAN identifiers VID
in step SBS5 illustrated in FIGS. 18A and 18B.

As an example, a virtual path to transmit a packet from
server system A to server system C in the virtual LAN illus-
trated in FIG. 16 is described. In this example, the destination
address of that virtual path is assumed to be CCC. In such a
case, information below is registered on the group ID table
41, the [.2 learning table 42, and the VID conversion table 44
in the L2SW-1.

Group 1D Table 41:

“INPUT PORT: #1” “INPUT VID: 2” “GROUP ID: 100~
L2 Learning Table 42:

“GROUP ID: 100” “DESTINATION ADDRESS: CCC”

“OUTPUT PORT: #2”

VID Conversion Table 44:
“GROUP ID: 100” “OUTPUT PORT: #2” “OUTPUT VID:
5

The information below is registered on the group 1D table
41, the [.2 learning table 42, and the VID conversion table 44
in the [2SW-2.

Group 1D Table 41:

“INPUT PORT: #2” “INPUT VID: 1” “GROUP ID: 100~
L2 Learning Table 42:

“GROUP ID: 100” “DESTINATION ADDRESS: CCC”

“OUTPUT PORT: #1”

VID Conversion Table 44:
“GROUP ID: 100” “OUTPUT PORT: #1” “OUTPUT VID:
27

The information below is registered on the group 1D table
41, the [.2 learning table 42, and the VID conversion table 44
in the [2SW-3.

Group 1D Table 41:

“INPUT PORT: #1” “INPUT VID: 5” “GROUP ID: 100~
L2 Learning Table 42:

“GROUP ID: 100” “DESTINATION ADDRESS: CCC”

“OUTPUT PORT: #2”

VID Conversion Table 44:
“GROUP ID: 100” “OUTPUT PORT: #2” “OUTPUT VID:
2

Information about other virtual paths is further registered
in each of the L2SW-1 through [2SW-3 as necessary.
Thereby, the virtual LAN illustrated in FIG. 16 is set up.

Thereafter, data transmission, for example, from virtual
machine VM1 of server system A to virtual machine VM1 of
server system C is performed as below.

(1) Server system A transmits a packet through line #2. The
destination address DA of this packet specifies virtual
machine VM1 in server system C. In addition, VID 1 is
assigned to this packet as a virtual LAN identifier.

(2) The packet output from server system A is transmitted
through line #2, and is input to port #2 of the L2SW-2. The
L2SW-2 detects “VIRTUAL LAN=100" based on “VID=1"
and “PORT #2”, and determines an output port by using the
packet switch that corresponds to the detected virtual LAN. In
this example, “OUTPUT PORT #1” is determined based on
the destination address DA. Then, the L2SW-2 rewrites the
virtual LAN identifier from “VID 1 to “VID 2” by referring
to the VID conversion table 44 within the L2SW-2, and then
outputs the packet to line #1 through port #1.

(3) The packet output from the [L2SW-2 is transmitted
through line #1, and is input to port #1 of the L2SW-1. The
L2SW-1 detects “VIRTUAL LAN=100" based on “VID=2"
and “PORT #1”, and determines an output port by using the
packet switch that corresponds to the detected virtual LAN. In
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this example, “OUTPUT PORT #2” is determined. Then, the
L2SW-1 rewrites the virtual LAN identifier from “VID 2” to
“VID 5” by referring to the VID conversion table 44 within
the L2SW-1, and then outputs the packet to line #3 through
port #2.

(4) The packet output from the L2SW-1 is transmitted
through line #3, and is input to port #1 of the L.2SW-3. The
L2SW-3 detects “VIRTUAL LAN=100" based on “VID=5"
and “PORT #1”, and determines an output port by using the
packet switch that corresponds to the detected virtual LAN. In
this example, “OUTPUT PORT #2” is determined. Then, the
L2SW-3 rewrites the virtual LAN identifier from “VID 5” to
“VID 27 by referring to the VID conversion table 44 within
the L2SW-3, and then outputs the packet to line #4 through
port #2.

(5) The packet output from the L2SW-3 is transmitted
through line #4, and is input to server system C. Server system
C detects “VIRTUAL LAN=100" based on “VID=2", and
passes the received packet to the virtual machine that corre-
sponds to the detected virtual LAN.

As described above, according to a method for setting up a
virtual LAN of the embodiment, when a virtual LAN number
and terminals belonging to the virtual LAN are reported from
the monitor/control device 71 to each switching apparatus,
each switching apparatus creates the group ID table 41, the [.2
learning table 42, and the VID conversion table 44. In other
words, operations of setting up virtual LAN paths for a
switching apparatus according to the embodiment are equal
to or easier than in a case of a conventional virtual LAN.

All examples and conditional language recited herein are
intended for pedagogical purposes to aid the reader in under-
standing the invention and the concepts contributed by the
inventor to furthering the art, and are to be construed as being
without limitation to such specifically recited examples and
conditions, nor does the organization of such examples in the
specification relate to a showing of the superiority and infe-
riority of the invention. Although the embodiment(s) of the
present inventions has(have) been described in detail, it
should be understood that the various changes, substitutions,
and alterations could be made hereto without departing from
the spirit and scope of the invention.

What is claimed is:

1. A switching apparatus having a plurality of ports, com-
prising:

switch information storage to store output port identifiers,
which have different directions, and output virtual path
identifiers for a combination of an input port identifier, a
destination address and an input virtual identifier iden-
tifying a virtual LAN, the switch information storage
including
a first storage to store a group identifier for a combina-

tion of an input port identifier and an input virtual path
identifier;

a second storage to store an output port identifier for a
combination of a group identifier and a destination
address; and

a third storage to store an output virtual path identifier
for a combination of a group identifier and an output
port identifier;

a detector to detect a first input virtual path identifier and a
first destination address assigned to an input packet;

a searcher to search the switch information storage for a
first output port identifier and a first output virtual path
identifier based on a first input port identifier that iden-
tifies a port to which the input packet has been input, the
first input virtual path identifier, and the first destination
address;
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a packet switch to transfer the input packet to a port iden-
tified by the first output port identifier; and

a rewriter to rewrite the input virtual path identifier
assigned to the input packet into the output virtual path
identifier.

2. A switching apparatus having a plurality of ports, com-

prising:

switch information storage to store output port identifiers,
which have different directions, and output virtual path
identifiers for a combination of an input port identifier, a
destination address and an input virtual identifier pro-
viding label information in an MPLS header, the switch
information storage including;

a first storage to store a group identifier for a combina-
tion of an input port identifier and an input virtual path
identifier;

a second storage to store an output port identifier for a
combination of a group identifier and a destination
address; and

a third storage to store an output virtual path identifier
for a combination of a group identifier and an output
port identifier;

a detector to detect a first input virtual path identifier and a
first destination address assigned to an input packet;

a searcher to search the switch information storage for a
first output port identifier and a first output virtual path
identifier based on a first input port identifier that iden-
tifies a port to which the input packet has been input, the
first input virtual path identifier, and the first destination
address;

a packet switch to transfer the input packet to a port iden-
tified by the first output port identifier; and

a rewriter to rewrite the input virtual path identifier
assigned to the input packet into the output virtual path
identifier.

3. The switching apparatus according to claim 2, wherein

the switch information storage includes:

a first storage to store a group identifier for a combination
of'an input port identifier and an input virtual path iden-
tifier; and

a second storage to store the output port identifiers for a
combination of a group identifier and a destination
address.

4. A switching apparatus, comprising:

a plurality of ports;

a memory to store output port identifiers, which have dif-
ferent directions, and output virtual path identifiers for a
combination of an input port identifier, an input virtual
path identifier providing label information in an MPLS
header, and a destination address, the memory including
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a first storage to store a group identifier for a combina-
tion of an input port identifier and an input virtual path
identifier;

a second storage to store an output port identifier for a
combination of a group identifier and a destination
address; and

a third storage to store an output virtual path identifier
for a combination of a group identifier and an output
port identifier;
a processor that
detects a first input virtual path identifier and a first
destination address assigned to an input packet;

obtains a first output port identifier and a first output
virtual path identifier from the memory based on a
first input port identifier that identifies a port to which
the input packet has been input, the first input virtual
path identifier, and the first destination address,

transfers the input packet to a port identified by the first
output port identifier, and

rewrites the input virtual path identifier assigned to the
input packet into the output virtual path identifier.

5. A switching apparatus, comprising:

a plurality of ports;

a memory to store output ports identifiers, which have
different directions, and output virtual path identifiers
for a combination of an input port identifier, an input
virtual path identifier identifying a virtual LAN, and a
destination address, the memory including
a first storage to store a group identifier for a combina-

tion of an input port identifier and an input virtual path
identifier;

a second storage to store an output port identifier for a
combination of a group identifier and a destination
address; and

a third storage to store an output virtual path identifier
for a combination of a group identifier and an output
port identifier;
a processor that
detects a first input virtual path identifier and a first
destination address assigned to an input packet,

obtains a first output port identifier and a first output
virtual path identifier from the memory based on a
first input port identifier that identifies a port to which
the input packet has been input, the first input virtual
path identifier, and the first destination address, and

transfers the input packet to a port identified by the first
output port identifier, and

rewrites the input virtual path identifier assigned to the
input packet into the output virtual path identifier.
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